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Abstract

The purpose of this study is to examine the current legal framework for cybersecurity in
Indonesia's digital economy, identify obstacles, and consider future opportunities. The
technique employed is qualitative, with primary data collected through in-depth interviews
with key players and surveys of digital businesses, internet service providers, and digital
service customers. Secondary data analysis was performed on cybersecurity-related laws,
regulations, and policies. The key findings of this study reveal that cybersecurity legislation
in Indonesia are fragmented, making cooperation and enforcement challenging. The
necessity of cybersecurity is not well understood, with common users having low levels of
understanding. Limited resources, both human and financial, present a substantial barrier to
efficient cybersecurity policy implementation. The empirical investigation reveals that
cybersecurity awareness and regulatory compliance have a considerable impact on the legal
framework's perceived efficacy. These findings suggest the need for regulatory
harmonization, enhanced law enforcement capabilities, and more intense teaching
programs. Policymakers can consider simplifying and unifying regulations, increasing law
enforcement resources, and conducting public awareness initiatives. Industry should
implement national and international security standards, provide cybersecurity training to
employees, and expand investment in security technologies.
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Introduction
Cybersecurity plays a critical role in safeguarding the digital economy against evolving

threats such as cyberattacks, data theft, and online fraud (A. Vdovichen,2024). It acts as a digital
guardian, protecting valuable data and privacy in a crowded digital marketplace (Prof. Aarti R.
Naik,2024). Studies emphasize the need for a comprehensive cybersecurity approach involving
governments, businesses, and individuals to address the increasing complexity of attacks on
digital infrastructure (A. VVdovichen,2024). Studies also show that customers are more likely to
purchase from suppliers with increased cybersecurity awareness, highlighting the importance
of cybersecurity disclosures to safeguard customer-supplier relationships (Aaron Nelson,2024).
Furthermore, ensuring cybersecurity is critical to the sustainability of economic systems,
especially as innovative technologies become more pervasive, making personal data
increasingly vulnerable (Guzel S. Rakhimova,2024). By investing in innovative security
technologies, increasing user awareness, and fostering collaboration among stakeholders, the
digital economy can be better protected, ensuring trust and resilience in the online environment.
(A.sukandi, 2024)
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The development of the digital economy in Indonesia has brought significant economic
and social opportunities, including market share growth, increased brand awareness, and ease
of business transactions (N. Farliana, 2024). However, this growth is accompanied by
challenges such as the digital divide, cybersecurity issues, and taxation issues (N. Farliana,
2024). Rapid digitalization has also led to an increase in cyber threats, posing risks to national
security due to data vulnerability, cyberattacks, and infrastructure limitations (Abdillah Satari
Rahim, 2023). In addition, the expansion of the digital economy has highlighted the need for
updated regulations to address issues such as data protection and unfair competition, as current
laws may not adequately cover emerging digital practices (Amitkumar Dudhat, 2023). To
mitigate these challenges, Indonesia should focus on enhancing cybersecurity capabilities,
promoting cross-sector collaboration, and implementing appropriate policies to foster a secure
and thriving digital ecosystem. A strong legal framework is essential to safeguard digital
infrastructure and personal data in the evolving digital landscape. The intersection of
UNCITRAL and WTO efforts on e-commerce highlights the need for legal infrastructure to
support the digitization of trade and protect cross-border digital trade (Anna Joubin-Bret ,2023).
Furthermore, the increasing reliance on digital platforms for communication underscores the
need for legal protection of personal data to prevent breaches and misuse, emphasizing data
security as a fundamental human right (Festus Okechukwu Ukwueze,2022). The adoption of
cutting-edge technologies in utilities requires stringent legal measures to counter cybersecurity
threats and protect Critical Information Infrastructure from malicious cyber campaigns (Joshua
Gans,2022). As information becomes a valuable commodity in the digital economy, legal norms
play a critical role in ensuring the protection of personal data, emphasizing the need for a
balanced regulatory framework that respects privacy rights while facilitating digital
transactions (Evelyn Angelita Pinondang Manurung, 2022). Current legal frameworks
addressing cyber threats face challenges in effectively combating the growing global
cybercrime. International and regional regulations struggle with enforcement due to issues of
state sovereignty, cross-border implications, and the emergence of cyber sovereignty (Thanapat
Chatinakrob, 2024). Developing countries face hurdles such as differing legal definitions,
jurisdictional complexities, and resource constraints in combating cybercrime, emphasizing the
need for international cooperation and capacity-building initiatives (Mardi Widodo, 2023). To
enhance legal responsiveness, constant updates and international cooperation are essential to
balance security measures with individual rights and privacy concerns, ensuring a transparent
and proportionate legal framework (Heba Jawdat Almuhaisen, 2024). Additionally, the

application of key provisions of the Outer Space Treaty to cyber operations could bridge legal
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silos and provide a framework for determining state responsibilities in cyber threats to space
objects (Seth W. Dilworth, 2022).

Building a strong legal framework for cybersecurity in Indonesia faces several challenges.
These challenges include low levels of knowledge among the Indonesian public regarding cyber
threats and regulations, leading to unpreparedness in dealing with cyber threats and inadequate
government responses to prevent and address cyber threats (Fadhila Inas Pratiwi, 2023). In
addition, data leak issues, such as the leak of 102 million ID card data, highlight the
vulnerability of the government's information technology infrastructure, emphasizing the
importance of strengthening regulations and enforcing strict legal measures to protect personal
data (Richart Sahatatua, 2024). In addition, the legal provisions for hacking as a cybercrime in
Indonesia, mainly regulated by the Electronic Information and Transactions Law, face
shortcomings that require regular updates to keep pace with technological advances and
sophisticated hacking tactics, requiring increased law enforcement capacity and public
awareness to combat cybercrime effectively (Jay Sadikin Abdul Azis Mandala Putra, 2023).
Building a strong legal framework for cybersecurity in Indonesia faces several challenges.
These challenges include the urgent need to strengthen regulations and enforce strict legal
measures to protect personal data (Richart Sahatatua, 2023 ), the low level of knowledge in
Indonesian society regarding cyber threats and regulations (Fadhila Inas Pratiwi, 2023 ),
shortcomings in the current criminal law regulations related to cybercrime in Indonesia
(Mohamad Suarno Nur, 2023 ), significant cybersecurity risks posed by digitalization in the
legal system (Mochammad Tanzil Multazam, 2023 ), and shortcomings in legal provisions
governing hacking as a cybercrime that require regular updates to keep pace with technological
advances (Jay Sadikin Abdul Azis Mandala Putra, 2023 ). Addressing these challenges requires
a comprehensive strategy, increased public awareness, improved digital literacy, and
continuous updating of the legal framework to effectively combat cyber threats and protect
individual data and digital infrastructure in Indonesia. (Sukandi.A.2019)

The current legal framework related to cybersecurity faces significant challenges due to the
rapid evolution of technology, as highlighted in various research papers. There is a significant
lag between technological advancements and legislative responses, emphasizing the need for
adaptable laws that can proactively address emerging cyber threats (Naeem AllahRakha,2024).
International cooperation is essential in building a comprehensive legal framework to combat
cybercrime and enhance cybersecurity measures (Serhii Horlichenko,2024). Countries such as
Jordan have implemented deterrent laws, such as the Electronic Crimes Law and the
Cybersecurity Law, to effectively address cybercrime (Monther Abed-Alrazzag Musleh Al-

Amaireh,2023). However, the effectiveness of laws, such as the Protection of Personal
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Information Act and the Cybercrime Act in South Africa, is being critically evaluated to ensure
robust protection against cyber threats, including fraud and ransomware attacks (Murdoch
Watney, 2024). Strengthening legal definitions, penalties, and cybersecurity strategies is
essential to mitigate the increasing risks posed by cybercrime activities. Understanding the legal
challenges faced by the public and private sectors in addressing cyber threats is critical to
improving cybersecurity measures. The evolving cybercrime landscape presents multiple
challenges, including a lack of harmonization in legal definitions, jurisdictional complexity,
resource constraints, and rapid technological advances outpacing legal responses (Mardi
Widodo, 2024). Organizations face complex legal and risk challenges, requiring effective
cybersecurity controls and compliance with regulatory frameworks to protect sensitive
information and mitigate risks (Taiwo Ojo, 2022). International cooperation and legal
harmonization are essential to effectively combat cyber threats, as individual countries cannot
address these challenges alone (Livinus Obiora Nweke, 2020). In addition, the involvement of
private actors in cybersecurity governance, the limitations of existing cybersecurity
frameworks, and the importance of information sharing, such as sharing cyber threat
information (CTI), are important aspects to consider to strengthen cyber intelligence and

defense as a whole (Sadikov Ruslan, 2023).

Literature Review
Cybersecurity Concept

Cybersecurity encompasses the protection of computer systems, networks, and data from
digital attacks and unauthorized access through a multifaceted approach involving technologies,
processes, and practices (Rajani Manoj Thakur Neha, 2024). It goes beyond data security to
include addressing issues such as disinformation and incitement on social media platforms
(Seumas Miller,2024). The field is rapidly expanding, with significant demand for
cybersecurity professionals, especially in industries that handle large volumes of consumer data
such as finance, healthcare, and retail (V. Madhumitha,2022). Cybersecurity aims to protect
programs, applications, networks, and data from various forms of attack, including physical and
cyber threats, by implementing measures such as firewalls, encryption, and access controls
(Jitendra Jain,2014). The evolving nature of security risks, including ransomware, social
engineering, third-party software vulnerabilities, deep fakes, and insider threats, underscores
the importance of cybersecurity in protecting critical infrastructure and businesses worldwide
(Elie Alhajjar,2022).

Cybersecurity plays a vital role in safeguarding the digital economy from threats such as

cyberattacks, data theft, and online fraud (A. Vdovichen ,2023). It acts as a digital guardian,
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protecting valuable data and privacy in the crowded digital marketplace, similar to a shield that
guards the virtual world from unwanted visitors (Guzel S. Rakhimova ,2024). The sustainability
of the digital economy relies heavily on robust cybersecurity measures to minimize fraudulent
transactions and ensure the security of personal data (Guzel S. Rakhimova ,2024). Investment
in cybersecurity is essential to enhance digital competitiveness, drive digital transformation,
and promote digital investment in underdeveloped sectors, ultimately driving economic growth
and innovation (Oleksandr Kalinin,2024). A comprehensive approach to cybersecurity,
including continued investment in research, innovative technologies, and user awareness, is
essential to maintain trust in the online environment and safeguard the integrity of digital
systems (Prof. Aarti R. Naik,2024).

Cybersecurity Legal Framework in Indonesia

The history and development of cybersecurity regulation in Indonesia has been influenced
by rapid technological advancements and the rise of cybercrime. Indonesia faces challenges in
adequately regulating cybercrime, including hacking and information technology crimes, due
to the evolving nature of cyber threats (Benny Irawan,2024). The country recognizes the
importance of cybersecurity, especially in smart city services, and is in the process of proposing
a cybersecurity model to enhance security measures in the digital landscape (R. G. Guntur
Alam,2024). The legal framework primarily consists of the Electronic Information and
Transactions Law, but there is a need for continuous updates to address sophisticated hacking
tactics and ensure effective law enforcement in combating cybercrime (ay Sadikin Abdul Azis
Mandala Putra,2023). As Indonesia navigates the complexities of cybersecurity regulation,
there is a growing emphasis on creating legal certainty and fairness to protect individuals and
businesses involved in financial technology transactions (Benny Irawan,2021).

Existing laws related to cybersecurity have been the focus of various studies, highlighting
global, regional, and national efforts to combat cybercrime and protect data (Muhammad Arif
Leghari, 2024 ). This study highlights the challenges faced by legal authorities in dealing with
cybercrime, emphasizing the importance of cybersecurity laws in safeguarding information and
enhancing the effectiveness of criminal law against cyber threats (Monther Abed-Alrazzaq
Musleh Al-Amaireh, 2024 ). Countries have adopted diverse approaches, with some prioritizing
national security over freedom of speech, leading to restrictions on expression in the name of
cybersecurity (Muhammad Arif Leghari, 2024 ). An analysis of China’s cybersecurity law
reveals a systems theory perspective, exploring the construction of discourse and legal relations
within a cybersecurity framework, showing an evolution towards a unified law (Le Cheng, 2023

). Furthermore, the European Union’s cybersecurity policy is examined, emphasizing the
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interconnectedness of legislative changes and strategic provisions to effectively counter
cyberterrorism threats (zabela Oleksiewicz, 2023 ).
International Case Studies

A comparison of cybersecurity legal frameworks across countries reveals a diverse
landscape shaped by different approaches and challenges. International efforts highlight the
need for a unified legal system for cyberspace, with organizations such as the EU and NATO
contributing to the unification of norms (K. Wasik,2023). In a comparative study, cybersecurity
laws in India, Japan, Germany, and Australia display variations in data privacy, incident
reporting, and enforcement, offering insights for legal improvement (E. B. Kirillova,2023).
Analyzing regulatory frameworks in Russia and Sweden highlights similarities in key concepts
but differences in scope and alignment with international standards, emphasizing the balance
between consistency and adaptability for effective IT regulation (Mardi Widodo,2024).
Developing countries face diverse challenges in combating cybercrime, requiring collaboration,
capacity building, and alignment with international standards to strengthen global cybersecurity
(Sandra Schmitz-Berndt,2022).

In Indonesia, several best practices can be applied across sectors based on research
findings. The country can benefit from implementing the Ecosystem Approach to Aquaculture
(EAA) to promote sustainable development, equity, and resilience in aquaculture activities (Siti
Hajar Suryawati, 2024 ). Furthermore, successful digital transformation in the education
system, driven by transformational leadership and user engagement, can serve as a model for
technology interventions in other sectors (Qurrotu Aini, 2024 ). In addition, adopting the
Indonesian National Standard (SNI) for products can encourage small and medium enterprises
(SMEs) to effectively implement quality management systems (QMS) and promote cleaner
production practices, improving process performance and environmental sustainability (Aranta
Prista Dilasari, 2022 ). Furthermore, Indonesia can consider analyzing and implementing a
carbon tax policy based on international best practices to address environmental issues and
contribute to sustainable development (Sri Jumiati, 2023 ). Finally, improving government cash
management practices by learning from international comparisons, such as France, the United
States, and Australia, can improve the efficiency and accuracy of state cash management in
Indonesia (F. R. Aunillah, 2022 )

Methods
This study aims to analyze the existing legal framework for cybersecurity in the digital

economy in Indonesia, identify the challenges faced, and explore future prospects. The
methodology used will include qualitative and quantitative approaches to provide a

comprehensive understanding of the issue. Primary Data Collection Method In-depth
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Interviews with the Purpose to Explore views on the current legal framework, challenges faced,
and future prospects. Population Digital companies, internet service providers, and digital
service users. to measure perceptions of cybersecurity and the existing legal framework.
Measuring the level of satisfaction, awareness, and effectiveness of the existing legal
framework. while secondary data Laws, government regulations, cybersecurity policies, and
other related documents. for quantitative methods using frequency analysis, mean, and
regression to test the relationship between variables. And Interpretation of results to evaluate

the effectiveness of the legal framework.

Results and Discussion
Analysis of Causes and Impacts of Challenges in Building a Cybersecurity Legal

Framework in Indonesia
Fragmented Regulation

Cybersecurity regulation in Indonesia has developed gradually and sporadically, often in
response to specific incidents rather than through integrated planning. The large number of
government institutions with authority in the field of cybersecurity, such as the Ministry of
Communication and Information, the National Cyber and Crypto Agency (BSSN), and the
Police, has resulted in differences in the approach and implementation of regulations. Limited
coordination between institutions has resulted in separate and inconsistent policymaking.
Impact of Fragmented Regulation

Industry players and the public are confused about their legal obligations and the
standards to be followed, reducing the effectiveness of regulatory compliance. Fragmented
regulation makes it difficult to enforce the law consistently and effectively, reducing the
government's ability to address cyber threats efficiently. Different institutions may repeat the
same tasks or develop similar solutions, wasting valuable resources.
Lack of Awareness

Education programs and awareness campaigns on cybersecurity are still limited in both
scope and intensity. Many individuals and companies still consider cybersecurity risks as a
distant or insignificant threat, so they do not take the necessary preventive measures.
Information about cybersecurity risks and measures is often not effectively communicated to
the public.
Impact of Lack of Awareness

Lack of awareness causes individuals and companies not to adopt basic security measures,
increasing vulnerability to cyberattacks. Cybersecurity incidents that occur due to negligence

can cause significant financial losses and damage the reputation of companies and institutions.
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Policymakers may not feel enough pressure to improve the legal framework due to a lack of
public awareness and support.
Limited Resources

The budget allocated to cybersecurity is often inadequate to address existing needs,
especially in the procurement of the latest technology and staff training. Indonesia experiences
a shortage of experts in the field of cybersecurity, both due to the lack of relevant educational
programs and the low attractiveness of this industry compared to other sectors. Several regions
in Indonesia still have inadequate information technology infrastructure, hampering efforts to
implement effective cybersecurity measures.
Impact of Limited Resources

Lack of resources reduces the ability to detect, respond to, and mitigate cyber threats
effectively and quickly. Limitations in cybersecurity can hinder the growth of the digital
economy as businesses and consumers become less confident in transacting online. Without
adequate resources, organizations cannot adopt the latest security technologies, increasing
their risk of evolving cyber threats.
Additional Challenges

Cyber threats continue to evolve rapidly, while regulatory and policy updates often lag
behind. The diversity of international regulations and differences in approaches between
countries make global coordination on cybersecurity difficult. Impact of challenges,
Regulations that cannot keep up with evolving threats become outdated and ineffective. Lack
of alignment with international standards can isolate Indonesia in global efforts to combat
cyber threats, reducing the effectiveness of international collaboration
Evaluation of the Existing Cybersecurity Legal Framework Existing Policies and Regulations

The ITE Law is the primary legal basis for cybersecurity in Indonesia. It covers various
aspects of electronic transactions, including data security and sanctions against cybercrime. The
ITE Law has helped provide a basic framework for cybersecurity and provides legal sanctions
for violations. However, there has been criticism of the ambiguity of several articles that are
often misused. Government Regulation No. 82 of 2012 concerning the Implementation of
Electronic Systems and Transactions (PP PSTE) regulates the security of electronic systems
and transactions, including the obligation of electronic system organizers to ensure data
security. PP PSTE provides more specific guidance on security obligations for electronic
system organizers. However, its implementation is often less than optimal due to the lack of
strict supervision and enforcement. The Regulation of the Minister of Communication and
Information (Permenkominfo) plays a role in providing technical details and operational

guidelines. However, its effectiveness depends on the extent to which these regulations are
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adopted and complied with by the regulated sector. The National Cyber and Crypto Agency
(BSSN) has played an important role in improving national coordination regarding
cybersecurity. However, limited resources and operational capacity remain a challenge.
Assessment of Regulatory Effectiveness

Existing regulations have succeeded in raising awareness of the importance of
cybersecurity among the government, private sector, and the public. Regulations such as the
ITE Law and the PP PSTE provide a clearer legal framework to regulate cybersecurity and
address cybercrime. As discussed, fragmented regulations lead to confusion and ambiguity in
implementation and enforcement. Compliance with cybersecurity regulations remains low in
many sectors, especially among small and medium enterprises (SMEs) and the public sector.
Lack of effective resources and coordination hinders strong law enforcement against
cybersecurity violations.
Opportunities for Improvement

Harmonize existing regulations to reduce overlap and increase clarity and compliance.
Improve oversight and enforcement mechanisms to ensure that regulations are strictly followed.
Improve education and training programs for all stakeholders, including the government,
private sector, and the general public. Some of the threats that will continue to occur include
cyber threats that continue to evolve rapidly, often outpacing the ability of existing regulations
to address them. The ambiguity in some articles of the regulation can be used to suppress
freedom of expression and violate human rights, which can create distrust in the regulation.
Analysis of Weaknesses and Gaps in the Cybersecurity Legal Framework in Indonesia

Although Indonesia has several regulations and policies related to cybersecurity, there are
still significant weaknesses and gaps in the existing legal framework. This analysis aims to
identify the main weaknesses and gaps that need to be filled to improve the effectiveness of the
cybersecurity legal framework in Indonesia.
Prospects and Recommendations for Strengthening the Legal Framework

Develop a comprehensive cybersecurity law that integrates various existing regulations to
reduce fragmentation. And establish a coordinating body responsible for aligning cybersecurity
policies between government agencies. The next step is to increase the allocation of resources
for law enforcement, including experts and supporting technology. Conduct training and
education programs for law enforcers to increase capacity in handling cybercrime cases.

Conduct intensive public awareness campaigns on the importance of cybersecurity and the
protective measures that must be taken. And integrate cybersecurity materials into the formal
education curriculum to raise awareness from an early age. And hold special training programs

to develop experts in the field of cybersecurity. In addition, it is necessary to build partnerships

174



Journal of Law, Social Science and Humanities E-ISSN: 3032-0135
https://myjournal.or.id/index.php/JLSSH Vol. 1, No. 2, January - June (2024), pp. 166-180

with universities and educational institutions to create study programs that focus on
cybersecurity, Develop and adopt comprehensive national security standards for various
industry sectors. Furthermore, implement a security certification program to ensure that
companies and organizations comply with the established security standards. In addition, it is
necessary to adopt stronger and more comprehensive personal data protection regulations to
protect consumer data. And also increase enforcement of data protection regulations to ensure
that personal data is properly protected. Improve coordination mechanisms between
government agencies responsible for cybersecurity to avoid duplication, other efforts are to
increase cooperation with other countries and international organizations to deal with global
cyber threats, Improve oversight mechanisms to ensure compliance with cybersecurity

regulations. And apply strict sanctions for violations of regulations to improve compliance.

Conclusion
This study aims to analyze the cybersecurity legal framework in Indonesia in the context

of the digital economy, identify the challenges faced, and explore future prospects. Through
qualitative and quantitative approaches, this study provides a comprehensive overview of the
effectiveness of existing regulations, as well as the challenges and opportunities that arise in
developing a stronger legal framework. Cybersecurity regulations in Indonesia are currently
scattered across different laws and regulations, causing difficulties in coordination and
enforcement. The findings suggest that regulatory fragmentation creates legal confusion and
hinders the effectiveness of cybersecurity policies. Awareness of the importance of
cybersecurity varies among stakeholders. While there is increasing awareness at the managerial
level, awareness among general users and operational levels is still low. This increases
vulnerability to cyberattacks and decreases compliance with good security practices.

Limited resources, both human and financial, are major challenges in implementing
cybersecurity policies. Many companies and government agencies report a shortage of
cybersecurity experts and inadequate budgets for investment in technology and training. The
empirical analysis suggests that the effectiveness of the cybersecurity legal framework in
Indonesia still needs to be improved. The regression results indicate that awareness of
cybersecurity and satisfaction with regulations have a significant effect on the perception of the
effectiveness of the legal framework.

Implications of the Findings for Cybersecurity Policy and Practice in Indonesia
implications for Policy:

Policies should be directed to harmonize existing regulations, creating a more coherent and
easy-to-follow legal framework for all stakeholders. The government may need to form a

special coordinating body responsible for aligning cybersecurity policies across agencies.
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Implications for Practice:

With simpler and more harmonized regulations, companies and organizations will find it
easier to comply with legal requirements. Cybersecurity practices can become more efficient
with clearer and more coordinated guidelines. Increased awareness of the importance of
cybersecurity will encourage individuals and organizations to adopt better security practices.
Organizations will be better prepared to deal with cyber threats with increased knowledge and
awareness of their staff.

The findings of this study indicate that although Indonesia already has a basic cybersecurity
regulation, there are significant weaknesses and gaps. Implications of these findings include the
need for regulatory simplification, increased law enforcement capacity, broader awareness
campaigns, development of national standards, stronger personal data protection, better
coordination between agencies, and support for innovation and investment in cybersecurity.
Implementing policies that focus on these aspects will improve cybersecurity in Indonesia,
protect digital infrastructure, and support sustainable digital economic growth.
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